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Abstract

Local Wi-Fi network access has become a common necessity in everyday digital activities, but it is
vulnerable to misuse to access negative content. This content includes pornographic material, hate speech, and
violent content that can adversely affect users, especially in educational settings. For this reason, a system that is
able to filter malicious content automatically and efficiently is needed. This research aims to design an artificial
intelligence-based negative content filtering system that can be run on local network devices. The methods used
include image classification using Convolutional Neural Network (CNN) and Artificial Neural Network (ANN),
as well as text classification with DistilBERT and Support Vector Machine (SVM). To maintain user privacy, the
model is trained using a federated learning approach that allows for decentralized learning. Knowledge distillation
is also applied to produce lightweight models that can be run on edge devices such as routers. The datasets used
include NSFW Image Dataset, OpenPornSet, as well as a collection of toxic comments from Reddit and Twitter.
The evaluation was carried out in a simulation of a local network with 50 active devices. The test results showed
an ANN accuracy rate of 93.4% in recognizing visual content, and SVM accuracy of 91.7% in detecting text-based
hate speech. This research can be a reference in the application of Al-based content filtering systems for safe and

responsible digital access protection.
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1. Introduction

Advances in networking technology have driven
increased digital connectivity in various sectors,
especially through the use of local Wi-Fi networks [1].
This network is an important infrastructure in
supporting online activities in the new education,
government, and digital community environments [2].
However, the ease of internet access also brings serious
challenges in the form of exposure to negative content,
such as pornography, hate speech, violence, and
disinformation [3]. This threat becomes increasingly
complex when it occurs in environments with low levels
of digital literacy [4]. Network security is a crucial
factor in data security [5].

Currently, computer network technology is still
limited to Local Area Networks [6]. Network usage
continues to increase with technological advancements
[7]. Various approaches have been developed to
minimize these risks, one of which is through static or
blacklist rule-based content filtering systems [8].
However, this method has limitations because it is not
adaptive and easy for users to skip [9]. As a solution,
there is a Deep Packet Inspection (DPI) and artificial

intelligence (Al) based approach that is able to analyze
data traffic in depth down to the payload level [10].

DPI allows the system to identify the contents of
each data packet, including protocols, metadata, and
actual content, making it highly effective in recognizing
suspicious access patterns [11]. However, traditional
DPI has its challenges in terms of compute load and
limitations on encrypted traffic [12]. To overcome this,
Al technology is applied to improve system intelligence
through adaptive classification methods, both for visual
and text content [13].

Al in this context plays an important role in
recognizing anomalies, detecting explicit content, and
understanding the context of user communication [14].
The use of models such as Artificial Neural Network
(ANN), Convolutional Neural Network (CNN), and
Support Vector Machine (SVM), combined with
transformer-based Natural Language Processing (NLP)
techniques such as DistilBERT, allows the system to
filter content more accurately and contextually [15]
[16].

Previous research has shown the effectiveness of
DPI-AI hybrid systems at various scales of
implementation, from schools to digital village
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communities, both in technical and social aspects [17].
Other studies have also highlighted the importance of
using local context-based Al [18]. The application of a
filtering system on edge devices with limited resources
is also an important aspect in ensuring system efficiency
and sustainability [19].

Based on the explanation of the previous research,
this study aims to design and evaluate a negative content
filtering system that integrates Al and DPI methods in a
modular architecture. The resulting system is expected
to be able to work efficiently and can be run on edge
devices with limited resources. The Al and DPI
approach is also expected to be a practical and
sustainable solution to address content security
challenges on local Wi-Fi networks. The contribution of
this research can be a reference in the application of Al-
based content filtering systems for secure and
responsible digital access protection

2. Methods

This research method consists of several main stages
which are described in detail as follows. Figure 1
illustrates the research framework, outlining the key
components and flow of the study.
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Figure 1. Research Framework
2.1 System Planning
The initial stage of the research began by designing an
Al-based negative content filtering system framework
that could be integrated into local Wi-Fi networks. The

system is designed to be modular, efficient, and can
work in real-time without disrupting network
performance. The main focus of the design is to detect
two types of content

2.1.1 User Interaction

The process begins when the user accesses a website
built using the Flask framework [20]. On the page, users
can upload text, images, or both at once [21]. The input
sent can be content that will be checked for security
before being allowed to be displayed or used [22].

2.1.2 Reception of Data in Web Interfaces

Flask receives data from the user, then stores it in a
special directory, e.g. /data/uploads [23]. This stage
ensures that files and text are securely stored on the
server for later analysis [24]. At this point, the system
has not yet assessed the content—only securing a copy
of it for further processing [25].

2.1.3 Text Classification

If a user uploads text, the system will process it using
an SVM-based Text Classifier (Support Vector
Machine) that has been trained with the TF-IDF feature
[26]. The process starts with preprocessing, converts it
into a TF-IDF numerical representation, and then runs
the SVM model to predict whether the text is safe or
negative [27] [28].

2.1.4 Image Classification

If an image is uploaded, the system uses a pre-trained
MobileNetV?2 architecture-based Image Classifier [29].
The image was reprocessed (resized) to a size of
224x224 pixels according to the model's needs, and then
predictions were made to determine the top-1 label [30].
These labels are then mapped to safe or hazardous
categories [31].

2.1.5 Merger of Classification Results

Once the text and/or images have been classified, the
results are combined [32]. The rule is simple: if one of
the two types of content is detected as negative, then the
final system decision is BLOCKED [33]. If both are
safe, then the final status is SAFE [34].

2.1.6 Log Keeping

The system records all results to the log file logger.csv
[35]. The stored data includes the user's IP address,
access time (timestamp), classified labels for text and
images, and final decision (BLOCKED or SAFE) [36].
This recording is useful for analysis, auditing, or
evaluating system performance in the future [37].

2.1.7 Displaying Results to the Interface
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Finally, the results of the decision are displayed back to
the user interface. If the content is safe, it will appear in
a SAFE status [38]. If it detects that it is malicious, a
BLOCKED status 1is displayed along with a sign that
access or use of the content is not allowed [39] [40].

3. Results and Discussions
3.1 Network Traffic Data

Network traffic data was obtained directly from
the results of monitoring the internet activities of village
public Wi-Finetwork users. The focus of data collection
is on the HTTP and HTTPS protocols. Figure 2 presents
a sample snippet of network traffic data collected from
a public Wi-Fi network.

Waktu P Ukuran
Akses Pengguna Bofnai 3 jiEtotokal Paket
2024-04-24 | 192.168.1.10 example = HTTP 300 bytes
13:45:01 com

2024-04-24  192.168.1.17 memek.id HTTPS Diblokir
13:46:15

2024-04-24  192.168.1.21 news.com HTTPS Normal
13:47:30

2024-04-24 | 192.168.1.23 ggslot.site HTTP Diblokir
13:48:05

Figure 2 Sample Network Traffic Data Snippet from Public Wi-Fi.

Source: Data simulation by the author based on
Wireshark and tcpdump output structures.

A snapshot of the data can be seen in Table 4.1,
which shows a digital table of network traffic rows in
real-time. Destination domain information, for example,
is particularly useful in the process of classifying
domain-based content that has been trained by Al
models.

3.2 System Evaluation Data

After the system is successfully implemented, an
evaluation process is carried out by collecting system
performance data from the real environment. This data
includes filtered traffic logs, network latency levels
before and after filtering, the amount of content
blocked, and the accuracy of the classification results
calculated based on true positive, false positive, true
negative, and false negative.

This image shows the results of the performance
evaluation of the content classification model using the
confusion matrix method as well as other evaluation
metrics such as accuracy, precision, recall, Fl-score,
and validation accuracy using K-Fold. This evaluation
is important to know how well the Al model can
distinguish between safe and negative content. Figure 3
displays the results of the content classification model,
highlighting its performance across different categories.

Confusion Matrix
Prediksi Prediksil
Aman Negatif
Aman 920 30
Real| Negatif 40 510
Akurasi 0,95
Presisi 0,93
Recall 0,94
F1-Score 0,94
Akurasi Validasi (K-Fold) 0,94
1 0,94
2 0,96
|3 0,95
|4 0,94
5 0,95

Figure 3. Results of Content Classification Model
Evaluation Using SVM and ANN
Source: Data from model testing by the author.

Table 1 illustrates the confusion matrix,
detailing the model's predictions for both "Real Aman"
and "Real Negative" categories, including the number
of correct and incorrect classifications.

Table 1. Confusion Matrix

Safe Predictions
920 30
510

Negative Predictions

Real Aman

Real Negative 40

Interpretation:
True Positive (TP) =510 — Negative content
predicted to be negative
True Negative (TN) =920 —  Predictably safe

content

False Positive (FP) =30 — Incorrectly classified
safe content

False Negative (FN) =40 — Negative content is

misclassified as safe

Validasi K-Fold Cross Validation

The model was also evaluated using the 5-Fold Cross
Validation method, with the following accuracy show in
table 2:

Table 2. Validasi K-Fold Cross Validation

Fold to- Accuracy
1 0,94
2 0,94
3 0,96
4 0,95
5 0,95
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K-Fold Average Accuracy:

4
Rata — rata = ~ 0,94

5

4. Conclusions

The AI model performs very well, with an

overall accuracy of 95%, high recall (94%) which
indicates the ability to detect negative content
consistently, and a balanced Fl-score (94%) which
indicates predictive stability between the two classes.
These results show that the constructed classification
model is quite reliable and efficient in detecting
negative content without sacrificing many false safe
predictions. This evaluation is a strong basis for the
implementation of a real-time and adaptive content

filtering

system in the village public network

environment.
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