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Abstract  

The digitization of the healthcare sector through the Hospital Management Information System (SIMRS) increases the risk of 

patient data security due to the potential for unauthorized access and misuse of sensitive information. The large volume of 

activity log data makes conventional sampling-based auditing processes ineffective in identifying security threats in real time. 

This study aims to implement user data access variables into the Isolation Forest algorithm framework to build an intelligent 

anomaly detection mechanism in the information system of Dr. M. Djamil Padang General Hospital. The research methodology 

applies an unsupervised machine learning-based Isolation Forest algorithm to isolate deviant behavior through anomaly scoring 

on random isolation trees. The pre-processing stage involves extracting request, status, and data size variables and performing 

numerical transformation using Z-Score standardization to maintain computational stability. The research dataset is sourced 

from the activity logs of the SIMRS web server at Dr. M. Djamil Padang General Hospital, with a total sample of 5000 user 

access transactions. The analysis results show that the model successfully identified 718 data points, or 14.36%, as anomalies 

with an accuracy rate identical to that of manual calculations. The application and implementation of the Isolation Forest 

technique proved to be effective in solving the problem of early detection of suspicious data traffic patterns in large data flows. 

The contribution of this research enhances hospital information security management through a data-based early warning 

system to improve the overall accountability of health information access. 
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1. Introduction  

Digitalization in the healthcare sector has driven the 

widespread adoption of information technology, 

covering various processes ranging from prevention, 

diagnosis, and therapy to continuous patient monitoring. 

One of the main manifestations of this digitalization is 

the implementation of the Hospital Management 

Information System (SIMRS), which serves as an 

integrated platform for managing clinical and 

administrative data across all service units. Although 

the existence of SIMRS significantly improves the 

speed, efficiency, and standardization of services, its 

widespread use has made issues related to data security 

and patient privacy increasingly crucial. This is due to 

increased potential risks, such as data leaks, 

unauthorized access, and misuse of sensitive 

information [1]-[3]. In addition, the high volume of user 

access log data makes manual auditing processes no 

longer adequate, requiring a rapid response mechanism 

to threats in the form of early detection and warning 

systems [4]. 

The urgency of strengthening data security is 

emphasized by various national policies, as stipulated in 

the Minister of Health Regulation on Electronic Medical 

Records [5], the development of the SATUSEHAT 

platform based on Fast Healthcare Interoperability 

Resources (FHIR) [6], and provisions in the Health Law 

[7], [8]. Various studies in Indonesia consistently show 

that although the implementation of Electronic Medical 

Records (EMR) and SIMRS provides many benefits to 

service quality, the challenges in maintaining the 

confidentiality, integrity, and availability (CIA) of 

health information are becoming increasingly apparent. 

Evaluation studies on the implementation of SIMRS 

highlight the need for comprehensive strengthening of 

governance, audit trails, and data security [9], [10]. 

Analysis in the context of hospitals and community 

health centers further emphasizes the importance of 

strict access control, reliable audit trails, and consistent 

security governance for risk mitigation [11], [12]. 

Furthermore, evaluations using the Human-

Organization-Technology Fit (HOT-Fit) framework 

highlight that human, organizational, and technological 

factors must be aligned for SIMRS to function optimally 

and securely [13], [14]. 

Anomaly detection is the process of identifying 

patterns, events, or observations that deviate 

significantly from normal behavior in a dataset [15]–

[17]. In the context of SIMRS, anomalies can appear as 

unusual access activities, use of modules beyond 

permitted permissions, or system interaction patterns 
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that do not correspond to clinical or administrative roles. 

The complexity of service processes, the diversity of 

work units, and the high volume of clinical and non-

clinical transactions cause activity logs to grow rapidly, 

making manual auditing increasingly difficult [18]. This 

situation poses the risk of delayed detection of access 

abuse, procedural errors, or data governance violations. 

As a result, a systematic, scalable, and adaptive 

analytical approach is needed to strengthen operational 

security and hospital service quality. 

In the context of SIMRS, anomalies can include 

unauthorized module access, shared account usage, or 

activity occurring at unusual hours [16]. The complexity 

of clinical and administrative processes, ranging from 

registration, outpatient services, pharmacy, support 

services, to insurance claims, generates extensive and 

heterogeneous activity logs. Sampling-based audits 

often fail to cover all variations, potentially causing 

early signals of access abuse to be missed [18]. Failure 

to detect these anomalies impacts service quality, 

compliance, and potentially leads to breaches of patient 

data security and privacy [19]. Therefore, a scalable, 

adaptive, and integrated analytical approach to the 

monitoring workflow is needed. 

Dr. M. Djamil Padang General Hospital has a variety of 

roles, including doctors, nurses, pharmacists, analysts, 

cashiers, verifiers, and administrators, which create 

highly diverse access patterns. Fixed threshold rules 

(rule-based) are fragile because it is difficult to capture 

all variants of normal behavior across units and work 

shifts [20]. In addition, changes in policy, scheduling, 

and integration between modules cause shifts in normal 

patterns (concept drift), so that the baseline behavior 

quickly becomes obsolete. This condition requires a 

method that is able to learn from the majority of normal 

data while flagging unlabeled deviant events. 

Dr. M. Djamil Padang General Hospital has a variety of 

roles, including doctors, nurses, pharmacists, analysts, 

cashiers, verifiers, and administrators, which create 

highly varied access patterns. Rule-based thresholds are 

inherently fragile because of the difficulty of capturing 

the entire spectrum of normal behavior variation across 

different units and work shifts [21]. In addition, policy 

changes, schedule adjustments, and inter-module 

integration cause shifts in normal patterns (concept 

drift), which quickly render behavior baselines obsolete. 

These conditions demand a method capable of learning 

from the majority of normal data while identifying 

deviant events without requiring predefined labels [15], 

[19], [20]. 

The Isolation Forest method generates anomaly scores 

by isolating observations through random trees in 

feature space [17], [20]. The characteristics of this 

algorithm enable efficient log processing and maintain 

label independence during routine operations. In 

addition, the scoring mechanism facilitates the setting 

of warning thresholds for daily operational use in 

hospitals [17], [25]. Isolation Forest isolates 

observations through random partitions, where 

observations that are isolated quickly and require fewer 

splits receive higher anomaly scores. Furthermore, this 

method offers several advantages: it is highly scalable, 

does not require labeled data, and remains robust to 

irrelevant features [17]. 

International studies have evaluated the performance of 

Isolation Forest through comparative analysis across 

various anomaly data domains in production 

environments [25]. In the field of network security, the 

Isolation Forest algorithm has proven effective in 

identifying unlabeled outliers, even in large-scale 

network traffic, making it a viable candidate for 

adaptation to user activity logs in health information 

systems [26]. These findings highlight the suitability of 

this method for analyzing user activity log data in the 

context of health information systems [25]. 

The ever-increasing volume of log data makes manual 

detection of deviant behavior in SIMRS user access logs 

increasingly difficult and inefficient. The need to 

comply with regulations related to Electronic Medical 

Records and data integration into the SATUSEHAT 

platform requires healthcare facilities to establish an 

early detection system for anomaly patterns in system 

logs [5]. The concept of unsupervised anomaly 

detection provides an ideal framework for identifying 

unusual patterns without requiring labeled data, making 

it highly suitable for application in hospital information 

systems [17], [24]. The Isolation Forest method 

translates this framework into operational anomaly 

scores, which can be used to trigger alerts and facilitate 

triage for further investigation [24]. 

The proposed solution is an Isolation Forest (IF) 

pipeline that processes activity logs periodically or in 

real time. The main stages include data cleaning, 

behavioral feature engineering, IF model training, and 

calculation of anomaly scores per session or activity 

sequence. These scores are then mapped to percentiles 

to set thresholds aligned with the triage capacity of the 

audit team. Each alert is accompanied by an activity trail 

summary, allowing auditors to immediately assess 

relevance and risk. This design maximizes the power of 

the IF algorithm as an outlier detector while minimizing 

unnecessary investigation overhead [27]. 

To be effective, the model must be integrated into a 

monitoring workflow that includes a warning priority 

dashboard, unit-specific notifications, and triage result 

logging. Auditor feedback is used to refine thresholds 

and update features, thereby improving the system's 

precision. Scheduled retraining is essential to mitigate 

concept drift, such as when service schedules, patient 

visit patterns, or module integrations change. 

Additionally, integration with internal compliance rules 

ensures IF signals remain aligned with access and 

security policies. A hybrid approach combining rule-

based methods and Isolation Forest has been shown to 
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improve detection effectiveness while suppressing false 

positives [27]. 

Based on previous studies, this research proposes the 

implementation of the Isolation Forest method as a 

practical and strategic solution for detecting anomalies 

in SIMRS user activity in a hospital operational 

environment. The implementation of this design is 

expected to improve the efficiency of the security audit 

process and strengthen compliance with applicable 

policies in clinical service workflows. 

This research aims to apply user data access variables in 

the Isolation Forest framework to detect anomalies in 

SIMRS at Dr. M. Djamil General Hospital. In addition, 

this research contributes by providing a foundation for 

improving information security governance on an 

organizational scale. This includes supporting 

datadriven decision making related to system security, 

refining user access policies, and improving overall 

system resilience. 

2. Methods  

Detection of anomalies in this study applies a 

quantitative approach with experimental methods to 

design and test a detection model. This study consists of 

several stages, starting from data collection, pre-

processing, implementation model, detection 

anomalies, and evaluation result. The research 

framework is described in Figure 1 as follow. 

 

Figure 1. Research Framework 

2.1 Dataset 

First stage is data collection, that was collected directly 

from the local server in the hospital's operational 

environment. This is different from public datasets, 

which are often simplified or cleaned up. The use of 

local log data aims to maintain the characteristics and 

complex behavior of actual users in the environment. 

Data collection was performed in September 2025, and 

all incoming requests to the application server via the 

hospital's internal network were recorded. This ensured 

that the developed Isolation Forest model learned from 

data distribution patterns that truly represented the 

actual behavior of medical and administrative staff at 

the hospital. The total data collected for this study 

consisted of 2,541,678 rows, with 5,000 being allocated 

for model training. The sample of access logs are 

displayed in Figure 2 that would be analyzed. 

 

Figure 2. Access Log 

Figure 2 displays a sample of raw data from the server 

system that was used as the main dataset in this study. 

These logs capture user activity traces in real-time, 

including important attributes such as IP address 

(172.16.xx.xx), access time (timestamp), HTTP request 

method (GET/POST), response status code, and the size 

of data transferred. The analysis was conducted based 

on variables representing the characteristics of log and 

user behavior. Results of variable identification are used 

to be feature in the detection process. This is shown in 

Table 1 below: 

Table 1. Feature to Use 

Variable Log Attribute  Description 

X1 Request 
Method 

String of the HTTP 
request. 

X2 Status HTTP response code 
X3 Size Response to client in byte 

   

Table 1 shows the simplification of log attributes into 

three main variables used as inputs (features) for 

the Isolation Forest algorithm. The variable X1 

(Request) indicates the type of Hypertext Transfer 

Protocol (HTTP) request initiated by the user, which 

indirectly describes which module or service is accessed 

within the HIS. The variable X2 (Status) shows the 

response status from the server .The variable X3 (Size) 

is a measure of the response size, which frequently 

correlates with the complexity of the page or the volume 

of data transmitted. By directing the analysis toward 

these three variables, the model is able to identify the 

characteristics of the user access patterns both concisely 

and accurately, thereby making it easier to detect 

behavior that deviates from the normal patterns.    

2.2 Pre-Processing 

In order to utilize access log data in a machine learning 

model, a series of preliminary steps must be undertaken. 

Firstly, the data must be thoroughly cleansed, involving 

the identification and removal of invalid data, duplicate 

logs, and missing values. Subsequently, parsing is 

performed on the log, particularly on the Request 

variable, to extract the URL and Request Method. 

Finally, the data must undergo transformation, wherein 

categorical or string variables in the Request are 

converted into a readable format. Attribute values 
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within the method category are converted into 

numerical codes based on predefined rules, where 

"GET" is assigned a value of 0 and "POST" is assigned 

a value of 1. 

2.3. Detection of Anomalies using Isolation Forest  

The implementation of the model started with 

the Random Partitioning stage, which is the process of 

randomly selecting features and split values between the 

minimum and maximum feature values to split the 

dataset. 

This process is performed recursively until a Decision 

Tree (iTree) is formed, where the splitting ceases when 

the data is completely isolated or reaches a certain depth 

limit. The accumulation of these random trees then 

forms a Forest. Thereafter, a Path Length calculation is 

performed, which measures the number of steps 

required to reach the data point from the root of the tree. 

The final stage of the process is anomaly determination 

(scoring) based on isolation logic. Data with a 

short path length is categorized as an anomaly due to its 

unique and easily separable nature. Conversely, data 

with a long path length is categorized as normal 

data due to its similar nature, which requires a more in-

depth partitioning process. A score of anomaly s(x,n) is 

used to measure the level of strangeness of a sample x, 

defined as follows: 

              𝐴𝑛𝑜𝑚𝑎𝑙𝑦 𝑆𝑐𝑜𝑟𝑒 = 2
− 

E(h(x))

c(n)          (1) 

 

2.4 Anomaly Detection 

Identifies anomalies in the data set using a model that 

determines whether the data is labelled as an anomaly (-

1) or normal (1). The prediction based on the anomaly 

scores generated by the model, where samples with high 

scores are considered anomalies. 

2.5 Evaluation 

This stage of the process utilises qualitative validation 

and score distribution analysis. The most effective step 

is to perform Expert Validation (Top-N Check), which 

involves taking a sample of data with the highest 

anomaly scores and having these directly verified by 

domain experts to make sure that the anomalies found 

have relevant business or technical value.    

3. Results and Discussions  

In base of the explanation of the research framework, 

the objective of this study is to detect anomalies in 

server logs using Isolation Forest algorithm. The 

objective of Implementing the Isolation Forest model is 

to automate the data filtering process to identify rare 

events that are potentially dangerous or of high value. 

All of this can be done without having to train the model 

individually which events are normal and which are not, 

which is a significant advantage over traditional 

methods. 

According to the data collection results, a total of 5,000 

log data samples will be utilized in the present study. 

The pre-processing stage consists of the following 

procedure steps. Firstly, the method and URL are 

extracted and separated from the Request variable. 

Secondly, the attribute values in the method category 

are converted into numerical codes based on 

predetermined rules. The results can be seen in the 

Table 2 below. 

Table 2. Transformation Data Result 

Ip Request Status  Size 

172.16.99.239 0 200 63 
172.16.99.239 1 200 12969 

172.16.99.73 1 200 1147 

172.16.99.121 1 200 399 
172.16.99.121 1 200 453 

 

Based on Table 2 above, the attribute values within 

the method category are converted into numerical codes 

based on predefined rules, where "GET" is assigned a 

value of 0 and "POST" is assigned a value of 1. 

This data will be processed by Isolation Forest 

algorithm, which operates on the principle of data 

isolation. The algorithm constructs a set of decision 

trees to measure how easily a data point can be 

separated from other data. The primary parameter 

produced by this process is the average path length. Log 

data with a short average path length will generate a 

high anomaly score. The result of implementation 

model show at Table 3 below. 

Table 3. Anomaly Score 

Ip Request Status  Size Anomaly 

Score 

172.16.99.239 0 200 63 0,152431761 

172.16.99.239 1 200 12969 -0,06279252 

172.16.99.73 1 200 1147 0,055265985 
172.16.99.121 1 200 399 0,029132614 

172.16.99.121 1 200 453 0,016191203 

 

The model successfully identified an anomaly in the 

second data set, with a size of 12,969. This was detected 

as an anomaly due to its value deviating significantly 

(outlier) from the mean of the other data sets, which 

were below 2,000 bytes. In the conceptual framework 

of Isolation Forest, the data points located in isolated 

regions of the data dimension space exhibit shorter path 

lengths. This results in negative scores and labels of -1. 

The results of this model analysis are presented in 

Figure 3 below. Out of the 5,000 log entries analyzed, 

the model successfully classified 4,282 as normal 

activities and identified 718 as anomalies, representing 

a percentage of 14.36%.  



 

Ibnu Putra, et al 

 

KomtekInfo Journal, Volume 13, Issue 2, (2026), Page 83 - 88  

87 

 

 

 

Figure 2. Isolation Forest Analysis Result 

The model evaluation process was conducted to assess 

the quality of the algorithm predictions utilised in the 

present study. This evaluation was qualitative and 

statistical in nature, wherein the implementation of the 

Isolation Forest model on 5,000 activity log samples 

generated statistical summaries and a list of Top-N 

Anomalies. A total of 718 anomalies were detected out 

of the 5,000 log entries. Preliminary analysis suggests 

that the anomaly rate of 14.36% is considered elevated 

for a stable system, where anomalies generally range 

from 1% to 5%. This finding indicates a high degree of 

sensitivity in the model threshold or the presence of 

highly diverse data traffic patterns (significant noise) 

within the hospital dataset. The distribution of anomaly 

scores generated by the Isolation Forest model across 

the dataset is displayed in Figure 3 below.  

 

Figure 3. Distribution of Anomaly Score 

4. Conclusions 

Based on the research, implementation, and testing 

conducted regarding anomaly detection in Hospital 

Management Information Systems (SIMRS) using the 

Isolation Forest algorithm, it can be concluded that the 

objectives have been successfully achieved. Testing on 

5,000 data samples revealed an anomaly detection rate 

of 14.36%, characterized by negative anomaly scores 

within the histogram distribution. An in-depth analysis 

of the Top-N Anomalies proved capable of significantly 

enhancing the precision of security investigations.This 

study provides a foundation for concrete access control 

recommendations, specifically the necessity of 

reviewing server routing configurations and 

implementing request size limits on firewalls to 

strengthen security compliance within the hospital 

environment. 

Furthermore, this research contributes to help hospital 

information security governance through a data-driven 

early warning system, ultimately improving the overall 

accountability of health information access. Based on 

the limitations identified during the research process, 

several recommendations are proposed for future 

development and system enhancement. Identity Adding 

attributes such as IP Address or User Agent to improve 

detection context and better distinguish between human 

users and automated bots. Evaluating the performance 

of Isolation Forest against other anomaly detection 

algorithms, such as Local Outlier Factor (LOF) or Deep 

Learning approaches like Autoencoders and LSTM, to 

identify the most optimal model for hospital data 

characteristics. Implementing a feedback mechanism 

where IT administrators can label detection results as 

"True/False Positive." This feedback data can be 

utilized for model retraining to improve precision in 

recognizing emerging anomaly patterns. 
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